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A Business Continuity is a fancy term for resiliency against financial and
operational risk

A We cannot eliminate all risk, but we can take preventative measures to
strengthen our immunity against risk.

ADoes your business continuity plannin
risk? Do you know?

Driving a car is dangerous

Riskis abusinessi S s U e

Anti-lock brakes, horn
Break Lights, hazard light, turn signals, seat belts

Ri sk tolerance or fdappetiteo o drive a

Sl'NGARD‘E © 2011 SunGard. | www.sungardas.com 2

Availability Services



Why Business Continuity Planning?

Problem: under increased pressures

1 80% organizations had to provide proof of BC readiness at least onced
but sometimes mored external parties in the past 12 months*

+
| Pl Ope el

2 You canodét plan without knowing your |business a
organizations lack experience in estimating both their likelihood and
their consequences

+
ol s cnlely g

3 Outdated plans, call lists, interdepartmental dependenciesd wastes time
and effort and places a strain on planners, other personnel

Solution: a business-focused
Business Continuity Planning strategy

Source: Disaster Recovery Journal preparedness survey
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MS Word is NOT the answer to BC planning

LDRPS = oLiving Disac
Pl anning Systembé

A Plans from various business units should be consolidated to provide a
corporate, global, enterprise BCP plan

A No way to do this with MS Word

A Specialized planning solutions provide for the development of an organizational
plan hierarchy for summarization and drill down

A BCP plans are dynamic, constantly changing & need to be updated regularly

A Extremely difficult and time consuming to continually update information in MS
Word

A Employee changes, company structural reorganizations, application changes
A Need the power and flexibility of a BC plan built on a relational database
A A non web-based word doc may not be securely accessible over the Internet
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SharePoi nt-Your 6§®bf o i s NOT t

DIY is not cost-free!

A No built-in logic, intelligence or best practices methodology

A DIY methodology requires organizations to build content on their own.
SunGard offers relevant, built-in content in the CMS, such as BIA surveys,
assessment surveys and plan navigator templates.

A SunGard offers unlimited, free training, 24/7 support, and large user network

A Not a relational database = no integration between modules

A SunGard CMS offers easy updates to push throughout the system and update
content in all areas where it is referenced. Static information will require many
changes to the same piece of information, wasting time and compromising
data inteqgrity.

A Limited scalability, flexibility

A If version changes to SharePoint, the BCMP tool would need to be updated to
accommodate newer version

A Limited remote access capabilities

A In the event of a disaster, you will need to access recovery plans remotely
and securely, not from an internal production network

A SunGard can host CMS for you, saving time in maintenance effort, capital
investment $$ and making your solution secure and available remotely.
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SunGard Continuity Management Solution (CMS): Benefits
of a Centralized, Relational Database

A Advantages
A Multiple users
A Security at the
A Data validation | @
A Strong Search a1 ‘
A Can eliminate r
A Ability to set &ﬂ""g%>ent
A Rules can be ap] L . 4

relationships

A Multiple Preseni
(GUI)
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Unique Functionality

A Continuity Management Solution T offers all aspects of a complete
continuity program from assessment, to planning, to notification and
disaster/incident management

A Easy to Use GUI Navigator interface i provides the ability to distribute
plan building access to plan owners with an easy to follow step by step
methodology that offers guidance and structure to the planning process

A Proven Planning Content i LDRPS offers 5 industry standard, expertly
designed plan templates for Crisis Management, Business Process, IT
Application, IT Hardware, Site Event Management are provided

A Proven Assessment Content T Standard surveys engineered from our
iIndustry experience include the reporting that is necessary to assist your
organization in making the right decisions on your strategies
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Unique Functionality

A Over 250 standard reports i for LDRPS alone!

A Providing full plan content to help you build the composition of your pland providing
guality outputs for deliver plan content in a logical, concise format for plan
documentation and usage.

A Over 200 standard reports i for Assessment tools

A Full customization capabilities providing the right data to assist, help make
management decisions on recovery strategy

A Flexible output i for multiple audiences
A Tables of Contents can be created/manipulated to get exact output

A Each plan can be designed uniquely via sequence of reports and documents to right
outputs, (auditors, plan builders/owner, customer, etc.)
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SunGard Continuity Management Solution

Each module was expertly designed as an industry-leading, stand alone solution. The single, robust platform
offers the simplicity and flexibility to build and customize as requirements expand or change, managing the
entire BCM lifecycle from assessing and planning to crisis communications and program management.

Assessing Planning Crisis Communications

A BIA Professional® to analyze process and function disruption impacts
and identify recovery objectives

A Risk Assessment to identify and measure potential threats to any
location/facility

BIA A Vendor Assessment to simplify the process of gathering and

NotiFind® s . - - X
 Professional analyzing vendor resiliency capability and compliance

A Work Force Assessment to provide a clear understanding of work
force (staff, contractors and consultants) criticality and availability to
strengthen recovery efforts

A LDRPS® to build, maintain and execute plans for business continuity
and disaster recovery *LDRPS for Hospitals also available

. \ gement Solution / )
Incident \ . [ Risk
Manager®
Powered by WebEOC™ |

\ Assessment

A NotiFind® powered by Varolii® for rapid and effective notifications to
manage any Crisis * N @t®foFHospitals also available

A Incident Manager® powered by WebEOC® to help ensure effective

Nt | Work Force collaboration during the response and recovery efforts during any
ssessment Assessment . .

disruption
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Assessments: BIA Professional®

Assessing

GUIDES planning professionals by providing the content, survey,
and the analytical reporting they need to identify critical areas of
the business/processes and their impacts to recoverability.

A Get a clear, detailed picture of your
organi zationdos financ
operational vulnerabilities, business
Impacts and recovery strategies

A Ensure integrity of survey results
with question branching and
validation intelligence

A Simplify data analysis and
presentation of results with robust,
built-in standard and custom
reporting functionality
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Assessments: BIA Professional®

Methodology

A BIA Professional provides the content, survey,
and the analytical reporting to drive your

process assessment

A More than 55 pre-written questions
for customizable surveys!

Integration

A Seamless integration
with LDRPS 10

Data management

A Dynamic data analysis,
presentation, and plan
creation

A Over 150 pre-built
reports, and the ability
to create custom
reports to analyze a

range of data.

SUNGARD
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f BIA Professional - i @ & =% #
BIA Professional Home Page  Personal Settings  (# Reports
Welcome to BIA Professional users O

Business Impact Analysis Professional

Question Manager

Create or design questions in the Question Manager; define question categaries.

Recipient Manager
Enter and view information about survey Recipients.
n Survey Manager
Manage and design surveys; assign Recipients; distribute surveys to Recipients; check survey status.

E Publish
Publish survey results.

E Document and Report Manager
Manage Reports, upload Documents, define Tables of Contents used for publishing data and Documents

Administration
Configure features; set User security; customize screens and terms; import, export, and manage data; communicate via Messaging.

[ 4] a ?7 #
@Quesﬁon Help ‘ &? Jump To Question | gCreahe Notes ‘ GPrevious ‘ @Next

wre TN TTTTT I CTTT T TOO T I T T IC O T TT T

46. Business Unit / Process Vulnerability

Based on your experiences and knowledge of your environment, select the statement that best reflects the vulnerability of your business unit to a prolonged
disruption or outage. Use Notes to amplify or explain your response.

) Not Vulnerable ) Somewhat Vulnerable @ Vulnerable () Extremely Vulnerable

DEFINITIONS

Not Vulnerable: No known factors that would cause a prolonged outage.

Somewhat Vulnerable:  There are some factors present that may cause a prolonged outage. Experience indicates a low likelihood of occurrence.

Vulnerable: There are factors present that may cause a prolonged outage. Experience indicates a moderate likelihood of occurrence.

Extremely Vulnerable: There are multiple factors present that may cause a prolonged outage. Experience indicates a high likelihood of occurrence.
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Assessments: Risk Assessment

LOCATION BASED  assessment that identifies technical,
human, natural, and proximal risks threatening any location,
along with the probability and potential impact of specific
risks

A Customize site strategy: Assessment findings
account for each |l ocatio b i
formulate site-specific planning and mitigation
strategies

A Satisfy regulations and standards: Assessment
results serve as a foundation for addressing
regulations and standards, such as Sarbanes-Oxley, o
BS 25999, and Basel-Il

»

A Make intelligent decisions: A complete report
showing the probability and severity of threats at all
locations facilitates resource prioritization. Visual
ratings organize all findings based on probability,
potential i mpact, and an overall ori
location to assist the planning process.

N
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Assessments: Work Force Assessment

EVALUATES your <critical personnel 0
disruptions, whether the situation involves the major loss of

a facility, the failure of a critical business operation or a
widespread event such as a pandemic

A Minimize employee record maintenance:
Enable employees to verify and update
their information online

A Minimize weaknesses in the human
aspect of your recovery plans: Identify
gaps in staff training and preparedness

A Assess reliance on staff: Identify
employees and contractors with the
greatest impact on recovery efforts.
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Assessments: Vendor Assessment

EVALUATES the resilience of your vendors and supply
chain compliance with continuity requirements

A Minimize vendor record maintenance:

Enable vendors to verify and update
information online, including contract

iInformation

A Minimize weakness in the supply
chain: Identify services or suppliers S
not in compliance

A Centralize and supplement Vendor

Management Program: Collect and
store vendor contracts centrally;
identify vendors with low resilience
and high risk.

—
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Planning: LDRPS

Planning

The foundation for your Business Continuity/Disaster Recovery (BC/DR)

program
Plan navigation

Begin with a Strong Plan

A Guided user interface, follows
best practices, industry
expertise

Centralized planning

A Single repository of data, one
area for updates

Comprehensive output
A Standardized plans, regulatory

LDRPS Home Page

Welcome to LDRPS

Living Disaster Recovery Planning System

right out of the box

Keep Connected

no matter what

&

Dictionaries

Enter details aboutthe Core Components, Logistics, Resources

Plans

Build and manage your LORPS Plans. Assign Core Components| © n2Es

_E Document and Report Manager

Organize Your Output

compliance, dynamic reports. R S A

Keep Change in Check

with a relational database
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LDRPS I séWhere Business Meet s

Benefits Administration

A Planning Interdependencies
& Gap Analysis T ldentifies
daily data flow, graphics to
visualize interdependencies
between applications,
hardware, and processes and
provides mapping of RTO

objectives and organizational — T=D
gaps in planning requirements T
and strategy “:3&:3%"

A Recovery Task Workflow i =
graphical task flow to visualize -
the progress of a recovery in A
complex recovery scenarios

where multiple processes are
being recovered
simultaneously, allowing you
to do multiple branching/
decision points in your

recovery
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LDRPS Suite of Products

Essential

A For smaller organizations/reduced scope
of planning

A6On Demandd subscriptio

Professional

A Mid-size or larger organizations

A6On Demandd or perpetu
A Customization options for sophisticated

§ RSN
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A Global, enterprise-wide planning
solution

A Optional ASP or hosted solution




Administrator's Interface

A Full access to functionality
of LDRPS

A Can also provide specific

access to various levels in the

organization
A Define

A Plan hierarchy

# @ Manage BIA Lite

« @ Hardware Recovery

& @ Site Event Management
& @ Business Process

« @ ApplicationRecovery Title

+ @ Manage Data Publish Plans ||
# @ Create Plans Plan Navigator.. {|
v @ Create Users Assigned Plan. (

# @ Document and Report Manager
# @ Crisis Management
& @ Publish Plans

= @ Executive Review Navigator

+ @ Dup Business Process
(= @ Plan Review
Main Flow
Processes
* @ Stacey Navigator
% @ Navigator Two

Navigator Screen I

Title

Who is accoun...
Executives Acc.
Plan Overview
Alternate Sites

A Common dictionaries for

Navinator Coraan Ol

R lORPS - [ B (= ([B] &

consistent planning

A Reports and common
documents

A Administer LDRPS

A Customize screens and
terminology

A Import/export data
A Define security and access

A Build

A Plan Navigators for other users

SUNGARD
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Document and Report Manager

Docs/Reports | categaries |

5@ cms
= @ BlAProfessional

& @ Reports

+ @ Documents

+ @ Table of Contents
= @ Risk Assessment

# @ Reports

i @ Documents

% @ Table of Contents
= @ Vendor Assessment

@ Reports

+ @ Documents

# @ Table of Contents
=) @ Work Force Assessment

# @ Reports

# @ Documents

# @ Table of Contents
= @ LDRPS
= @ Reports

Applications
Assets
Crystal Class
Customer Orgs
Employees
Equipment
Hardware
Locations
Miscellaneous
Picklists
Plans
Processes
Security
Software
Supplies
Table of Contents
Tasks
Teams
Telecom
Vendor Orgs
Vital Records
Workstations

# @ Documents

# @ Table of Contents

Report |

Report Name

Assigned Plan Navig

Review Plans

Use

Edt

the links below to review all the published plan and all the reports regarding

Who is Accountable?
What is the status of the plan?

1s the objectives, scope and activation cnteria clear, concise and enough for the CM
Is the alternate site equiped with enough resources?

Publish Plans

Publish or Republish Plans to review. The Tables of contents provided for Executive are Executive Review and Plan

Complete

Plan Navigator Status Report

Run this report to review the status of plan completion based upon navigator status.

Description

Go To Favores Help

W LOR?S SUNGARD

Administration " personal Settings (9 Reports 2 Help =& Log OFf
Plan structure | Security sewp  Navigator Setun| Screen Editor | Feature Configuration | Data Management | Languages | Messaging | Scheduler |

= @ Standard

Team to make a decision?

Availabiiity Servicos

* personal Settings (7 Reports  ? Help =% Log Off

Standard _ File Name

File Size (Bytes) _ ReportCategory  Date Checked |

Report Details l

Created on: 1
Last Updated on: 1

["Report Details
* Report Name:
* Description:

* Report Categol

Base Table:

$[r 2

/6/2011 10:10|

Plan Navigator Status by Pian
47011

Faport Descrytion

ke

aproducts

Business Continuity Plan

There are o ravigasars assigned 1o ths plan. I

o (P ~ e B



Plan Builder's Interface

RPS - [iyl

\e3Snapshot  “ Personal Settings  ? Help =& Log Off

I . d . d d
Home >> Hardware Recovery Plan (Home Screen ofthis Navigator) >> Assign Hardware Items >> 1BM Server x360C MP Xeon 2.8Ghz, HW000000060
Secure access to | fmewoemmmi
Assign the Logistics, Resources, and People that will be needed to restore this hardware item.
.
/ Assign People to this Hardware
al I u I I C I O I I S Assign the Employees who will take part in the recovery, Vendors you may need to contact to obtain products or services, and Customers who would be affected by a disruption to this hardware.
Assign Documents and vl(a! Records to this Hardware
Upload critical files to LDRPS, théw document the requirements for and locations of vital records that you will need to reference during the recovery.
7z -
APlan Navigators S E—— " -
Complete the assignment of pnmary and recovery Locations, the Tasks require; Assigned Navigators
t . t . I
Assign the tangible resources you will need to recover this Hardware.
b . I d . d
g
. &
tome >> Hardwacs Becovery plan (Home Screen of ths Navigator) >> Publish Your Plan s e SN
il e | | pplication Recovery te Event Management

User Name [User Name]  Status Date  Status Description  Assigned Py

t Complete

Assign Resources to this Hardware

e a71201 924 Processing SunGard Ch
A H Main Body Assigned Navigators
ABulld an - e G
Con Paa.
psopln.ran
T of Corters
cutat

maintain plans ===

Ste Addross i Plans Drectory
8 Vendors in Pians Directory

easily and publish ——
results. s 2

Page Modifications:
Cover Page

Site Event Management

Hardware Recovery Plan

Footer

orcer pan appandices| show publshed tan| pubisn | | (SSESESENd Nethats

[ This step is complete Ciose|
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Why LDRPS?

A Product Integration — :

Show:

A Enables the integration & management | oo
of various types of plans A A

B pareci, ien
A" All products share a common database | et ™ S0 S j Wﬁﬂ
that provides analysis from the e Bha
PCA Concepts Life Alec Crawford [C -
Assessment tools for future . Eﬁ’“ﬂ

Fallon Associates Inc  Alfred Franklin

o

T
- - Vi
maintenance of plans and impact Grouis Industnes nc Afred Frkin 8w ——— -
H ki S 1 I Niitend
analysis St tcorsrmed . Pk e [
Schnitzer General Inf.. Angelica Johnston
. Citrix VA Inc Anh Schneider T —_—
H Nationwide Manufact.. Anh Schneider De —— anuurnu]
A Ease of use for Plan Builders | T
Extreme Aerospace Inc Barbara Let Sh {
Worldspan Manufactu.. Barry Cabrera Bﬁ.w
H Lynden 1 B Cab D ——
A Easy access for occasional users e s

West Group Technoio

Gly Computer Techno... Blanca ; Allen Pre Annetee, Grifin, VRPEXHM
A Process/application/hardware e e & ——
interdependency mapping and gap »
analysis

A Ease of plan maintenance over
time

A Employee accountability
and safety, resource allocation

A Standardized Reporting

A Supports Software as a Service,
license or hosted model - —
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Communi cat i on%poweke@dbyiVarolin®

Crisis Communications

LDRPS integration

A NotiFind is the only notification system
with full integration with LDRPS solution

A No need to keep two separate data
sources; flexible integration with other
data sources

Viability: partnership, experience &
support

A Varolii is over 250 employees, in business
more than 10 years

A SunGard is a leader and pioneer in
Business Continuity and Information
Availability for more than 30 years

A Synergies of partnership, single point of

support
A Implementation, Training & Professional
Services
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